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Abstract: In recent decades, there has been exponential technological growth that has directly impacted the manipulation of data in society, making information a currency of great value, especially for public and private institutions, making data governance fundamental to mitigating possible risks. of personal data leakage. In this way, the General Data Protection Law (LGPD), emerged, based on European Legislation (GDPR), to assist in the responsible processing of sensitive data and its effective implementation has become crucial for organizations to meet legal obligations and protect citizens' personal data. This work aims to demonstrate to society that organizations need to adapt to the law, presenting strategies for its implementation, in order to guarantee more assertive and secure management of sensitive data. In view of this, research was carried out through bibliographic studies on the topic, highlighting the engagement of interested parties as the main factor for success.
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Resumo: Nas últimas décadas, ocorreu um crescimento tecnológico exponencial que impactou diretamente a manipulação de dados na sociedade, tornando a informação, uma moeda de grande valor, sobretudo para as instituições públicas e privadas, tornando-se a governança de dados, fundamental para mitigar possíveis riscos de vazamento de dados pessoais. Desta forma, a Lei Geral de Proteção de Dados (LGPD), surgiu, com base na Legislação Europeia (GDPR), para auxiliar no tratamento responsável de dados sensíveis e sua implementação eficaz se tornou crucial para que as organizações atendam as obrigações legais e protejam os dados pessoais dos cidadãos. Este trabalho tem por objetivo demonstrar à sociedade que as organizações precisam se adequarem à lei, apresentando estratégias para sua implantação, a fim de garantir uma gestão de dados sensíveis mais assertiva e segura. Diante disso, foi realizada uma pesquisa através de estudos bibliográficos sobre a temática, destacando o engajamento das partes interessadas, como o principal fator para o sucesso.

Palavras-chave: LGPD, GDPR, dados, segurança, organização e sociedade.




1. Introduction

Society has been significantly influenced by technological developments and the exponential increase in access to the internet. According to the Ministry of Health, more than 80% of the population already enjoys internet access in Brazil. This allowed us to reach a limited amount of information, making data flow control increasingly demanding (Brasil, 2023).

Along with the growing value of data and its inappropriate and abusive use, undesirable consequences for people have arisen. And whether in the physical or digital environment, data has been used, shared, sold or leaked without the consent of citizens, as well as without the ethical awareness of institutions (Mulgan; Straub, 2019).

This information traffic ends up causing vulnerabilities that, in the absence of effective management, can give rise to security breaches. This is especially concerning in government and business environments, where inappropriate exposure of sensitive information can result in data leaks or attacks by hackers who see this scenario as an opportunity. Therefore, there is a pressing need to adopt predictive strategies to combat third-party data theft, as well as investing in specialized labor that can guide and implement security measures (Rapostoo et al., 2019).

The General Personal Data Protection Law (LGPD) emerged to meet the need to establish standardization for the protection of information and it affects not only individuals, but directly institutions that will need to immediately adapt to comply with the requirements of the new law, otherwise they will suffer legal penalties for the misuse of third party data. A new business culture emerges and new habits will be necessary to overcome the challenges of maintaining compliance and effective data management (Silva; Jales, 2022).

This work describes the LGPD, what it covers, the challenges that society and organizations may encounter, subsidies to adapt it, creating engagement between interested parties and a new culture, especially related to the awareness of parties involved in the data processing process personal.




2. The LGPD

The General Data Protection Regulation (or General Data Protection Regulation - GDPR) established in 2018, in the European Union, contributed to boosting the drafting of the General Data Protection Law (LGPD) or Law 13,709, in Brazil (Almeida; Soares, 2022).

Brazil's initiative to regulate the use of data came from the need to monitor the competitiveness of the European market, where it contributed to the LGPD having significant similarities with the GDPR and also being an important aspect for attracting and retaining businesses and customers from other countries. (Pohlmann, 2019).

In Brazil, it was already possible to observe this concern through the existence of sectoral standards on the subject and mechanisms applicable to data protection contained in the Access to Information Law, Positive Registration Law, Marco Civil da Internet, Federal Constitution, Code of Defense of Consumer and Civil Code (Almeida; Soares, 2022).

Adopted in August 2018, the LGPD aims to improve the governance of citizens' personal data within institutions, addressing the processing and protection of data from legal entities and individuals, in addition, designating responsibility for the management of personal data in the country, the National Data Protection Authority (ANPD) (Silva; Jales, 2022). In this way, it aims to guarantee freedom and essential privacy rights protected.




3. Fundamentals

The law mentions in its article 2 the following grounds regarding the protection of personal data (Brasil, 2018, p. 01):

I - respect for privacy;

II - informative self-determination;

III - freedom of expression, information, communication and opinion;

IV - the inviolability of intimacy, honor and image;

V - economic and technological development and innovation;

VI - free enterprise, free competition and consumer protection; It is

VII - human rights, the free development of personality, dignity and the exercise of citizenship by natural persons.

According to Oliveira (2021), the LGPD establishes a series of principles that should guide the processing of personal data. Here are the 10 basic principles:


	Purpose: Data processing must have legitimate, specific, explicit and informed purposes.


	Suitability: The processing must be compatible with the established purposes.


	Necessity: Only the data strictly necessary to achieve the proposed purposes must be used.


	Free Access: Holders have the right to access their data and obtain complete information about them.


	Data Quality: Data must be accurate, clear, relevant and updated.


	Transparency: Information on data processing must be made available in a clear, precise and easily accessible way to data subjects.


	Security: Technical and administrative measures must be adopted to protect personal data.


	Prevention: Measures must be taken to avoid harm to data subjects.


	Responsibility and Accountability: Those responsible for processing data must demonstrate that they have adopted effective measures to comply with personal data protection standards.


	Non-Discrimination: Personal data must not be used for discriminatory, illegal or abusive purposes.







4. Main Actors Involved

The LGPD clearly establishes who is considered the holder of personal data and who are the people involved in the processing of this data, the controller, the operator, the person in charge and the national authority (Brasil, 2018).

a) Holder

The data subject is the natural person to whom the personal data that is subject to processing refers. It is fundamental in the context of data processing, since it is the person affected by any security incidents that may occur with your personal data (Brazil, 2018).

The holder is the individual holding the data that is subject to processing. Even when we fill out a registration form and provide our personal data for the company to store, we continue to be the holders of that data (Brazil, 2018).

The LGPD establishes the rights of the data subject. Furthermore, the same article establishes that these rights can be exercised at any time with the controller, upon request (Brazil, 2018).

b) Controller

The controller, which is the entity, whether an individual or a legal entity governed by public or private law, that makes decisions regarding the processing of personal data, does not necessarily need to be a natural person; this implies that companies, committees and working groups can also perform this function (Donda, 2021).

In general terms, the role of controller is performed by a legal entity, whether under private or public law. According to the ANPD, natural persons who act as professionals subordinate to a legal entity or as members of its bodies are not considered controllers. This prevents the specific responsibilities of a legal entity from being assigned to a natural person acting on behalf of the legal entity. On the other hand, a natural person who acts independently, such as individual entrepreneurs and independent professionals, can be considered controller and, therefore, responsible for the processing of personal data in their activities. Among the decisions to be made by the controller is the purpose of the processing, the nature of the personal data processed and the duration of the processing (Brasil, 2021).

c) Operator

Similar to the controller, the operator is defined as the natural or legal person, governed by private or public law, who processes personal data on behalf of the controller. Likewise, the processing must be carried out in accordance with the instructions provided by the controller, who will supervise compliance with its own instructions and the rules related to the matter (Brazil, 2018).

The operator is the entity that processes personal data on behalf of the controller. Both the controller and the operator have legal responsibilities related to data security and privacy. Furthermore, they are responsible for designating the DPO (Data Protection Officer), who acts as a communication link between the controller, data subjects and the National Data Protection Authority (ANPD) (Donda, 2021).

d) Person in charge

This is a person designated by the controller and operator to serve as an intermediary between the controller, data subjects and the National Data Protection Authority (ANPD) (Brazil, 2018).

The person in charge must have a professional profile suitable for data protection management, demonstrating knowledge in the areas of information security and data protection, in order to guarantee the application of best practices to the environment under their responsibility. Depending on the size of the organization, the person in charge may count on the support of a team of professionals who will assist in the task of protecting the data processed. As it is the main point of contact for receiving complaints and communications from data subjects, the person in charge must have their name and contact information publicly available (Ferreira, 2020).

The LGPD also establishes the obligation for companies that process personal data to hire a Data Protection Officer (DPO) (Ferreira, 2020). According to Cruz (2021), it is not strictly necessary to have training in information systems to be a DPO, but it is highly recommended to have knowledge about the LGPD and be well-informed about data processing.

The activities that the Data Protection Officer (DPO) will perform, in accordance with Art. 41 § 2, according to Brasil (2018), include:


	Take measures in response to complaints, communications from data subjects or notifications from the National Data Protection Authority (ANPD)


	Guide employees on practices related to data protection;


	Fulfill the duties determined by the controller;


	National Data Protection Authority (ANPD).




The ANPD was established by the Brazilian government as the regulatory authority for monitoring and applying sanctions in cases of inappropriate data processing. It is responsible for supervising, implementing and monitoring compliance with the LGPD. Its main functions include protecting privacy, regulating compliance with the law, providing guidance, promoting awareness, monitoring and applying sanctions (Maciel, 2019).

When it comes to personal data security incidents, the ANPD acts as an administrative body, intervening after direct resolution options with the controller and the organization responsible for the data have been exhausted. The ANPD conducts its administrative processes, guaranteeing the right to adversarial proceedings, full defense and appeal. Furthermore, its performance is guided by minimal intervention, while ensuring respect for the foundations, principles and rights of holders, as established in the LGPD and the Federal Constitution (Brazil, 2018).

Furthermore, it must collaborate and coordinate its actions with other bodies and entities that have normative and sanctioning powers, becoming the central body responsible for interpreting the LGPD and establishing standards for its implementation. Only the ANPD is authorized to impose the sanctions provided for in the LGPD (Brazil, 2018).




5. Lgpd Adjustment Process

For Cunha et al. (2021), the complexity of the changes introduced by the LGPD, especially in countries without a consolidated data protection culture, understanding how to adapt can be challenging. Therefore, the most recommended approach to the adaptation process is to involve the entire organization and society, forming multidisciplinary working groups in the business areas responsible for processing personal data, as well as coordinating information security and transparency with the public.

According to the author, external professionals and clients can also be incorporated into this process, contributing to unified strategies and procedures. Each company has the flexibility to create a structure that best adapts to its reality, opportunities and financial capacity. This collaborative and comprehensive approach is useful for effective and sustainable implementation of the LGPD.

The main potential advantages are reduced expenses, risk prevention, behavioral guidelines designed to raise employee awareness and the identification and anticipation of possible adverse situations (Severino, 2020).

According to Lima (2021), companies will also be able to develop our preferences and consumption profiles, based on the information collected, even making predictions about our future behavior. In addition to benefiting the private sector, this data also generates significant social and economic advances for the public sector. They allow people to recognize, filter and extract value from data relating to public policies, facilitating more informed decision-making. Additionally, they provide new real-time insights and predictions on how to act to face challenges and discover new opportunities.

The main challenges of the LGPD were that it was enacted in 2018, but it only became effective in 2020. This postponement, which was considerably prolonged, proved to be indispensable to allow companies to adapt to the new requirements. This involves aspects related to data storage, costs, specialized advice and employee training (Melo Filho; Pereira; Queiroga, 2023)

However, when the LGPD came into force, few organizations were properly prepared. In fact, most of them were skeptical about the effective implementation of the law, even after it came into effect. Furthermore, some companies did not consider compliance with the LGPD as a priority in their plans, even in the face of alarming news about the harmful impact of neglecting personal data on people's privacy and freedom (Teixeira et al., 2021).

In 2019, the company Serasa Experian conducted a survey with the aim of evaluating the perception of consumers and companies in relation to the LGPD. The study involved 1,564 participants and revealed that 85% of them did not have knowledge on the subject of data processing required by law. With regard to 508 companies, with 18 sectors of activity, were surveyed and 66% reported having an intermediate understanding of the law. Understanding the principles and our rights in relation to the processing of personal data is extremely important, as is knowledge of the legal responsibilities associated with this topic and 72% of small businesses intend to hire specialized professionals (Serasa Experian, 2019).

According to Teixeira et al. (2021), this behavior of national companies and public bodies is not surprising, as it reflects the culture of Brazilian business, characterized by the attitude of "waiting to see what happens" or the belief that they will never face concrete risk situations. In this context, some pertinent questions arise. According to the author, although technical and administrative measures can contribute to compliance with the law, they will only generate effective results if they encounter little resistance from employees. It is crucial to recognize that, in the triad of "processes, technology and people", the human element can be the determining factor in the success or failure of actions.

It is also observed that it is common for all new legislation, as well as the LGPD, to present two main difficulties: interpretation, which still needs to be firmly established, and implementation, which is not a simple task. With regard to the first question, the challenge lies in establishing solid interpretative structures for the LGPD, in a segmented manner, from which judicial interpretation and the actions of supervisory authorities, in particular the ANPD, can be derived. As for the second aspect, the challenge is to ensure that compliance with legal obligations does not harm the viability of organizational processes (Teixeira et al., 2021).

And with this, companies have realized the importance of being in compliance with the LGPD and established an indispensable requirement, especially to promote solid internal relationships, build successful external partnerships and define the image and values that the company will transmit to the public (Rocha , 2021). And one of the steps to achieve this objective, according to Teixeira et al. (2021), is to involve the entire team by creating awareness through educational initiatives.

Leaders must be educated that compliance with the LGPD is not limited to a single action, such as purchasing a system or incorporating/changing a procedure. It is, in fact, a set of actions that covers strategy, governance, policies, procedures, tools, change management, awareness, training, monitoring, responsibility, transparency, among other elements (Aguiar, 2021).




6. The Culture of Data Privacy

The LGPD brought with it the need to raise awareness throughout society regarding the importance of personal data and its impacts on the individual's essential rights and guarantees, especially with regard to freedom, privacy and free personal development (Mulgan; Straub, 2019).

For Zavanella et al. (2023), one of the main challenges in the process of adapting to the LGPD in the company consists of incorporating a new organizational culture, focusing on data protection, involving the participation and engagement of all employees and society, as well as reflecting the importance of confidentiality of personal and/or sensitive data of candidates and employees, aiming to protect both parties (holder and company) against undue exposure or fraud.

Establishing a culture of privacy involves considering two dimensions: the rational (intellectual) dimension and the axiological dimension (values). In addition to understanding the technical aspects of the LGPD, it is equally crucial to internalize its value within the organization. Each of them, in a unique way, guidance and awareness, play an important role in building a culture of privacy and data protection within an organization (Lima, 2021).

In practice, the rational dimension is achieved through guidance, which involves teaching the technical aspects of what should be done. On the other hand, the axiological dimension is achieved through awareness, which consists of educating people about the importance of respecting the rights of data subjects (Teixeira et al., 2021).

Training must be specifically targeted and relevant to everyday activities, allowing understanding of the cybersecurity implications arising from their actions, as well as the regulations related to the protection of personal data (Stelzer et al., 2019).

The LGPD establishes as a primary requirement the training of professionals responsible for processing personal data. In this context, several organizations and companies provide specialized training and courses in data protection and compliance with the LGPD. These educational programs equip employees and can extend to citizens with the necessary knowledge to implement appropriate data protection measures, thus promoting a safe environment that complies with the law (Tepedino; Frazão; Oliva, 2020).

In relation to training, the law defines the controller's commitment to adopting internal processes and policies, ensuring compliance with standards and good practices related to the protection of personal data, which is essential for the success of the Privacy Governance Program (PGP). This commitment can be strengthened through the implementation of training and development programs (Brazil, 2018).

According to Jacoby and Camarão (2020), the implementation of a new policy or action generally requires training to instruct and strengthen best practices, in addition to verifying learning and retention of information. This represents a behavioral change, requiring commitment from users and, consequently, requires attention, time and monitoring to consolidate this new stance, which is not a preference, but a legal duty.

According to Bonjour (2023), training is essential to ensure that all teams are in tune with LGPD requirements and are able to deal with personal information. Additionally, training is a way to raise awareness among employees about the importance of preserving personal data and the privacy of the holders of this information.

Regarding methodology, there are several approaches to training employees on the LGPD. It is crucial to select an efficient method that is aligned with the company's specific needs. Among the available options, in-person training, online courses and workshops stand out. Regardless of the chosen modality, it is imperative that the training is comprehensive, covering everything from basic concepts to the necessary security measures according to the LGPD (Bonjour, 2023).

The level of qualified training and knowledge acquired will vary according to the positions and responsibilities performed. This training covers several topics, including the introduction to Brazilian data protection law, the main concepts of the LGPD, consent related to data processing and the rights of the holder, in addition to the processing of sensitive personal data, which have the purpose of improving the relationship with the customer, making proposals more transparent and clear. Although this training is theoretical and can be tiring due to the details of the topics, a more didactic approach can be useful to transmit this knowledge (Cunha et al., 2021).

According to Jacoby and Camarão (2020), it is recommended to develop a training plan that ensures cohesion throughout the various learning stages, adapting to the specific needs of each public body or entity.

The purpose of the training is to ensure that all employees are aligned with legal requirements, understanding how to handle personal data securely and in accordance with regulations (Bonjour, 2023). For Cunha et al. (2021), serves to improve performance and quality of service. If teams follow the rules correctly, benefits will be easily achieved and company data will be secure.




7. Conclusion

The implementation of the LGPD is not without challenges. One of the main obstacles faced by organizations is ensuring compliance with legal requirements. This requires a comprehensive review of internal policies, the adoption of robust security measures, and the implementation of effective data governance practices. Furthermore, organizational culture plays a crucial role in adapting to the LGPD. Changing mindsets and raising awareness about the importance of data protection at all levels of the company are essential to ensuring continuous and effective compliance.

Furthermore, awareness about LGPD is not just limited to organizations, but also extends to society in general. Citizens need to understand their rights in relation to their personal data and be aware of the measures they can take to protect their privacy. This includes understanding how your information is being collected, used and protected by organizations, as well as exercising your rights to access, rectify and delete data.

In summary, the LGPD represents a significant advance in protecting the privacy and rights of individuals in relation to their personal data. However, its effectiveness depends not only on the compliance of organizations, but also on the awareness and engagement of society as a whole. Only through a comprehensive and collaborative approach will it be possible to promote a new culture of data protection that benefits both organizations and citizens.

When implemented in information technology companies, the General Data Protection Law establishes a standard not only for the organization's security, but also for the protection of the data of customers and users who are involved with the company's services and products. The LGPD introduces an approach that seeks to adapt corporate habits to business reality, in which data, even though it is the most valuable resource, must be treated with extreme sensitivity.

The objective of this work was to simplify the understanding of the principles and foundations of the General Personal Data Protection Law, as well as its application, especially in the business context, in its processes that raise awareness and benefit society.

Among the crucial actions that a company must implement, the importance of ensuring the holder's consent regarding the data that will be used can be highlighted. In other words, the data subject must have full access to their data at any time, understand the purpose of its use and agree to that purpose. In addition to consent, there are other fundamental measures to be adopted to ensure compliance with the standards established by the LGPD.

Acquiring training in compliance with the LGPD is necessary to ensure the protection of personal data and prevent legal violations. All areas of the company that deal with personal information must be included in this training, which can be taught in person, online or through workshops. In addition to mitigating the risks associated with LGPD violations, training plays a fundamental role in raising employees' awareness of the importance of preserving personal data and the privacy of information holders. This effort helps to strengthen the company's image among customers and society in general.

Investing in LGPD training is a crucial measure to ensure the security of personal data and prevent potential complications. In addition to training, communication and comprehensive dissemination of the subject contribute to fostering a cultural change in the organizational environment, highlighting the responsibility in handling personal data and seeking to raise awareness of all individuals and customers involved.

It was presented that the implementation of security measures and the adoption of good practices in managing employee data are essential. These actions aim to protect employees against vulnerable situations that could result in labor disputes before judicial authorities and regulatory bodies. It is essential that all efforts represent an authentic paradigm shift, adapting corporate culture to the new reality defined by the information age, also known as generation 4.0. This transformation requires the effective change of habits and customs of everyone involved in the process. The implementation of effective governance of employee data is necessary to avoid moral and financial losses for the company.
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