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personal data. Policymakers may struggle to comprehend the technology behind biometric systems 
and their potential impact on fundamental rights, resulting in insufficient or inadequate 
legal regulation. This study seeks to bridge this gap by proposing a taxonomy of biometric 
technologies that can aid in their effective deployment and supervision. Through a literature 
review, the technical characteristics of biometric systems were identified and categorised. The 
resulting taxonomy can enhance the understanding of biometric technologies and facilitate the 
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1. Introduction
Over the past few decades, there has been significant growth in the development 

and adoption of biometric technologies, which are utilised in various fields such as 
access control, border management, device security, and digital identification.

However, the growing concern over safeguarding individual privacy has become 
more prominent, particularly with advanced technologies like facial and emotion 
recognition. Since biometric data is inherently linked to an individual, any breach 
or exposure can lead to a violation of privacy and potentially cause long-lasting 
problems, as biometric data is irreplaceable.

Due to increased protection for personal data and the demand for comparable 
guarantees for international data transfers, many countries have started legislating 
on the issue, providing their citizens with a minimum level of protection. This 
trend began after the adoption of the European Union’s General Data Protection 
Regulation (EU GDPR) in 2018.1

Most of these countries view privacy as a fundamental human right and have 
established a robust and all-encompassing legal framework that regulates this right 
based on their constitutional traditions. The Council of Europe’s Convention No. 
1082 has played a crucial role in shaping this approach. Despite this, such extensive 
legislation on data privacy often falls short of achieving its intended goals.3

Nevertheless, most data protection legislation enacted so far makes little or no 
reference to more specific topics, such as biometric recognition. For example, the EU 
GDPR employs the word “biometric” only six times throughout the entire regulation, 
all referring to “biometric data.”4 It is important to note that the EU GDPR, in its 
Article 9, does not provide a dedicated set of rules for biometric technologies but 
instead applies the same rules as those enacted for personal data revealing racial or 
ethnic origin, political opinions, religious or philosophical beliefs, or trade union 
membership, and genetic data, data concerning health or data concerning a natural 
person’s sex life or sexual orientation, all under the umbrella term of “special categories 
of personal data.”5

The Brazilian general data protection law (Lei n. 13.709, de 14 de Agosto de 
2018 - Lei Geral de Proteção de Dados)6 makes only one reference to “biometric data” in 

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), 1 
(2016), https://eur-lex.europa.eu/eli/reg/2016/679/oj.
2 Convention for the protection of individuals with regard to automatic processing of personal data 
(1981), https://rm.coe.int/1680078b37.  
3 Joel R Reidenberg, “The transparent citizen”, Loyola University Chicago Law Journal 47, no. 2 (2015): 
437–64.
4 The expression “biometric data” is mentioned three times in the Recitals (51), (53), and (91), when 
introducing specific situations for the processing of special categories of personal data and the 
circumstances that must be observed, once in Article 4(14), when presenting the definition of 
“biometric data”, and twice in Article 9 (1) and (4), when describing the conditions and requirements 
for the processing of special categories of personal data among which are included “biometric data.”
5 According to the Recital (51) of the EU GDPR, due to their particularly sensitive nature in relation to 
fundamental rights and freedoms, the “special categories of personal data” merit specific protections which 
are stricter than the rules adopted for ordinary categories of personal data. However, these more rigorous 
rules apply equally to all types of personal data deemed to be sensitive, irrespective of their type.
6 Lei n. 13.709, de 14 de Agosto de 2018 - Lei Geral de Proteção de Dados (LGPD) (2018), http://www.planalto.
gov.br/ccivil_03/_ato2015-2018/2018/lei/L13709compilado.htm. 

https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://rm.coe.int/1680078b37
http://www.planalto.gov.br/ccivil_03/_ato2015-2018/2018/lei/L13709compilado.htm
http://www.planalto.gov.br/ccivil_03/_ato2015-2018/2018/lei/L13709compilado.htm
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Article 5, II, when defining the concept of “sensitive personal data.” The California 
Consumer Privacy Act of 2018 (CCPA) (Cal. Civ. §1798.100),7 in its § 1798.140, 
presents five references to “biometric information”, all of them when defining that 
concept and the concept of “personal information.” Just like the EU GDPR, the 
CCPA includes “biometric information” under the umbrella term of “sensitive personal 
information”, applying to it the same rules as the ones enacted for consumer’s social 
security, driver’s license, or passport number, their precise geolocation, their racial 
or ethnic origin, religious or philosophical beliefs, or union membership, genetic 
data, or their health, sex life or sexual orientation.

A significant aspect of the structure and language adopted in these laws is that 
they induce biometric systems to be regulated by the same set of rules as the processing 
of personal data originating from other applications, ignoring the differences and 
complexities existing among these applications and the several types of biometric systems.

Another relevant aspect of this broad, almost generic, regulation is the 
consequential enactment of legislation banning or imposing moratoria or strict 
requirements on the use of some of these systems, as we have seen in some cities in 
the USA, such as San Francisco and Boston,8 and the EU.9 This approach can also 
be considered problematic since it focuses on some issues of the technology (usually 
bias in the data collection process) and ignores its potential benefits if adequately 
regulated. This regulation shall not only take into consideration social and ethical 
questions about its use, as different systems present different implications, requiring 
different legal responses, but also must be written in terms that every person impacted 
by the technology can understand.10

Two non-exclusive aspects may cause the lack of adequate regulation of the 
matter: i) the use of different expressions to designate the same things or the same 
expressions for different things; and ii) difficulty by policymakers to understand the 
technology involved in the biometric systems and its potential consequences for the 
citizens’ fundamental rights.

The first aspect has recently been addressed by an ISO and IEC Joint Technical 
Committee, which completed the harmonisation of the vocabulary of the subject 
field of biometrics through the revision and publication of the ISO/IEC 2382-
37:2022 standard. This document intends to clarify the terms related to biometrics, 
providing a systematic description of the concepts used in that subject field.

The second aspect can be addressed by providing a new tool for understanding 
biometric systems by classifying some of their components. Approaching biometric 
systems through different categories can provide lawmakers, legal scholars, and the 
general public with a broader understanding of its impacts and contribute to the 
drafting of legislation that adequately focuses on some common minimum standards 
and potential issues each category may present. This can enhance specific rules for 
developing, deploying, using, and supervising biometric systems according to their 
impact on privacy and personal data.

7 California Consumer Privacy Act (CCPA), Cal. Civ. § 1798.100 (2018), https://leginfo.legislature.
ca.gov/faces/codes\_displayText.xhtml?division=3.\&part=4.\&lawCode=CIV\&title=1.81.5.  
8 Kate Conger et al., “San Francisco bans facial recognition technology”, The New York Times, 14 May 
2019, https://www.nytimes.com/2019/05/14/us/facial-recognition-ban-san-francisco.html. 
9 Melissa Heikkilä, “European Parliament calls for a ban on facial recognition”, Politico, 10 June 
2021, https://www.politico.eu/article/european-parliament-ban-facial-recognition-brussels/.
10 Ronald M. Baecker, “A call to action”, Communications of the ACM 65, no. 3 (2022): 23–25, https://
doi.org/10.1145/3512297. 

https://leginfo.legislature.ca.gov/faces/codes\_displayText.xhtml?division=3.\&part=4.\&lawCode=CIV\
https://leginfo.legislature.ca.gov/faces/codes\_displayText.xhtml?division=3.\&part=4.\&lawCode=CIV\
https://www.nytimes.com/2019/05/14/us/facial-recognition-ban-san-francisco.html
https://www.politico.eu/article/european-parliament-ban-facial-recognition-brussels/
https://doi.org/10.1145/3512297
https://doi.org/10.1145/3512297
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This work aims to develop a taxonomy of biometric systems that can clarify and 
facilitate their understanding and be incorporated into new legislation to regulate 
better biometric systems’ development, deployment, assessment, and accountability. 
It intends to be a dynamic and technologically neutral tool, capable of avoiding the 
risks of under- and overinclusion that may result from rapid technological advances.

While the scientific literature on the technical aspects of biometric technologies 
is extensive and dates back several years, research on the legal aspects of these 
technologies is comparatively recent and limited. However, it has gained considerable 
momentum, primarily due to the impact these technologies have on individuals’ 
privacy and personal data protection.11 Thus, this study contributes to the scientific 
literature on the legal aspects of biometric technologies.

The following Section briefly describes biometric systems and some reasons 
to classify them into smaller groups. In Section 3, the proposed taxonomy is 
presented and discussed. Section 4 analyses specific legislation regulating biometric 
technologies and how embracing the proposed taxonomy can improve the legal 
framework. Moreover, in Section 5, the conclusions from this paper are presented.

2. Background
Biometric technologies have long been used in cases where personal identity 

plays an essential role, and for that reason, numerous applications can benefit from 
the use of biometric data. At the same time, many legal questions remain to be 
addressed concerning their deployment.

Many authors have presented some definitions for the term “biometric systems”, 
considering slight differences among them. From some definitions presented in the 
literature, it is possible to derive a more detailed one: biometric systems are machine-
based systems that process biometric data and compare it to a database to: i) identify 
or ii) verify the identity or a claim of persons. This comparison can be performed 
through a recognition process i) fully automated; or ii) assisted by a human being, 
based on their distinguishing and repeatable biological (physical and physiological) 
and behavioural characteristics.12

In general terms, a biometric system uses a capture device (which can be any 
piece of hardware and supporting software and firmware and may comprise several 
components) to collect digital representations (also known as biometric samples) of 
biometric characteristics, to which are then applied an algorithm to convert them 
into a biometric template. These biometric templates are stored in a database that 
is accessed when, on the following occasions, a biometric sample is presented to 
the system for comparison. After converting the second biometric sample into a 
template, a comparison can be executed.13

In the case of biometric systems, a taxonomy can provide a deeper understanding 
of its components, allowing the enactment of legislation focusing on specific aspects 

11 Anil K. Jain and Ajay Kumar, “Biometric recognition: an overview”, in Second generation biometrics: 
the ethical, legal and social context, ed. Emilio Mordini and Dimitros Tzovaras, vol. 11, The international 
library of ethics, law and technology (Springer Netherlands, 2012), https://doi.org/10.1007/978-94-
007-3892-8_3. 
12 According to the ISO/IEC 2382-37:2022, «Behavioural and biological characteristics cannot be completely 
separated which is why the definition uses “and” instead of “and/or”.»
13 Irma van der Ploeg, “Written on the body: biometrics and identity”, ACM SIGCAS Computers and 
Society 29, no. 1 (1999): 37–44, https://doi.org/10.1145/382042.382051. 

https://doi.org/10.1007/978-94-007-3892-8_3
https://doi.org/10.1007/978-94-007-3892-8_3
https://doi.org/10.1145/382042.382051
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according to different interests at the moment (e.g., focusing on specific applications, 
impact on individual privacy or data protection), instead of exceedingly broad 
regulations.

The use of taxonomies can contribute to making law’s complexities more 
manageable as it reflects the legal culture of a given legal system, and it can evolve 
to accommodate doctrinal, legal, and social changes within itself while allowing the 
transfer of knowledge from one area to another.14 As stated by Birks,15 it is impossible 
to achieve legal certainty if and so long as taxonomy is neglected because this neglect 
leads to errors and confusion.

In the EU, taxonomies have been used, for example, to create a common 
classification system for sustainable economic activities (i.e., the “EU taxonomy”) as 
part of the Union’s sustainable finance framework.

The proposed taxonomy is based on extant scientific literature and previous 
biometric systems classifications. Extant biometric classifications are usually referred 
to in works focusing on other aspects (generally technical ones) or specific applications 
of biometric systems and do not delve into the details of the classifications.16

It also fills the gap identified in the scientific literature and provides a 
systematic classification of biometric systems according to their several components, 
applications, and configurations. One aspect of this problem, related to the absence of 
systematisation in the nomenclature used, has long been discussed in the literature.17

The decision to develop a taxonomy of biometric systems is based on the 
fact that taxonomies play an essential role in research and management because 
the classification of objects helps researchers and practitioners understand and 
analyse complex domains. It can also order otherwise disorderly concepts and allow 
researchers to postulate the relationships among the concepts.18

Considering the existence of various options for visualising a taxonomy, e.g., 
morphological box, hierarchy, or mathematical set,19 the proposed taxonomy is 
presented using a hierarchical visualisation since it is well suited for the purpose 
of structuring and organising knowledge and increasing understanding in the 
discussion, pedagogy, and research.20

14  Ugo Mattei, “Three patterns of law: taxonomy and change in the world’s legal systems”, The 
American Journal of Comparative Law 45, no. 1 (1997): 5–44, https://doi.org/10.2307/840958.
15 Peter Birks, “Equity in the modern law: an exercise in taxonomy”, University of Western Australia 
Law Review 26, no. 1 (1996): 1–99.
16 See, for instance, Yogendra Narain Singh and Sanjay Kumar Singh, “A taxonomy of biometric 
system vulnerabilities and defences”, International Journal of Biometrics 5, no. 2 (2013): 137–59, https://
doi.org/10.1504/IJBM.2013.052964; Radhey Shyam and Yogendra Narain Singh, “A taxonomy of 
2D and 3D face recognition methods”, 2014 International Conference on Signal Processing and Integrated 
Networks (SPIN), IEEE, February 2014, 749–54, https://doi.org/10.1109/SPIN.2014.6777054; Mohamed 
Amine Ferrag et al., “Taxonomy of biometric-based authentication schemes for mobile computing 
devices”, 2018 3rd International Conference on Pattern Analysis and Intelligent Systems (PAIS), IEEE, October 
2018, 1–8, https://doi.org/10.1109/PAIS.2018.8598491. 
17 Anil K. Jain and Arun Ross, “Introduction to biometrics”, in Handbook of Biometrics (Springer, 2008).
18 Robert C Nickerson et al., “A method for taxonomy development and its application in information 
systems”, European Journal of Information Systems 22, no. 3 (2013): 336–59, https://doi.org/10.1057/
ejis.2012.26.
19 Daniel Szopinski et al., “Visualize different: towards researching the fit between taxonomy visualizations 
and taxonomy tasks”, Proceedings of the Wirtschaftsinformatik (WI), GITO Verlag, 9 March 2020, 1255–61, 
https://doi.org/10.30844/wi_2020_k9-szopinski. 
20 Robert L. Glass and Iris Vessey, “Contemporary application-domain taxonomies”, IEEE Software 
12, no. 4 (1995): 63–76, https://doi.org/10.1109/52.391837. 

https://doi.org/10.2307/840958
https://doi.org/10.1504/IJBM.2013.052964
https://doi.org/10.1504/IJBM.2013.052964
https://doi.org/10.1109/SPIN.2014.6777054
https://doi.org/10.1109/PAIS.2018.8598491
https://doi.org/10.1057/ejis.2012.26
https://doi.org/10.1057/ejis.2012.26
https://doi.org/10.30844/wi_2020_k9-szopinski
https://doi.org/10.1109/52.391837
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For practitioners, policymakers, and other stakeholders, the taxonomy gives an 
overview of different aspects of biometric systems and contributes to the development 
of legal regulations that can focus on specific aspects, improving the protection of 
the privacy and personal data of individuals.

The proposed taxonomy offers a versatile framework for categorising biometric 
systems, allowing for a tailored approach to regulation. While not requiring the 
adoption of all categories at once, it empowers policymakers to select the most 
relevant categories based on the specific objectives of the legislation being developed. 
This flexibility ensures that the regulatory framework is aligned with the unique 
characteristics and risks of different biometric systems. Section 4 provides illustrative 
examples of its application.

3. Proposed taxonomy
The proposed taxonomy aims to classify biometric systems according to their 

several components, applications, and configurations. It does not intend to exhaust 
the topic, nor be a static tool, but rather be a dynamic instrument to contribute to 
developing better regulations of biometric systems. Other categories shall be included 
in the future.

The structure of the proposed taxonomy is presented in Figure 1.

Figure 1. Taxonomy of biometric systems

Source: author’s creation.
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3.1. Nature of characteristics
This category classifies the individual characteristics a biometric system 

uses to extract repeatable biometric features and recognise a person according 
to their prevailing nature. It is often common to describe biometric systems as 
using “biological”,21 “physical”,22 “physiological”,23 “morphological”,24 “behavioural”,25 
“psychological”26 and “psychophysiological”27 characteristics.

Although some of these terms may be treated as synonyms at first glance, to 
develop a taxonomy of biometric systems, it is essential to identify the differences 
among them. Physical characteristics relate to the body itself, while physiological 
refers to its functions. Albeit the discussion concerning the separation between 
physical and biological categories is old,28 we recognise the complexities involved and 
will follow the vocabulary proposed by the ISO/IEC 2382-37:2022, where “biological” 
encompasses both “physical” and “physiological” characteristics.

Regarding the differences between “behavioural” and “psychological” characteristics, 
notice that behaviours can be actions (or inactions) or mannerisms, innate or learned, 
concerning the surrounding environment, meaning a response that could be from 
internal or external stimuli which bring out voluntary or involuntary behaviour. 
On the other hand, the term “psychological” refers to any individual or organism’s 
cognitive and emotional aspects, consisting of how the organism thinks and feels. It 
ultimately affects the behavioural response. As it is possible to recognise behaviour 
patterns, and, in essence, a biometric system is a system developed to recognise 
patterns,29 the term “behavioural” is more suitable to define the nature of a biometric 
characteristic.

It is also possible to describe another class of characteristics, defined in the 
literature as “soft”30 or “light”31 biometrics. This class encompasses, e.g., age, gender, 

21 Shaveta Dargan and Munish Kumar, “A comprehensive survey on the biometric recognition 
systems based on physiological and behavioral modalities”, Expert Systems with Applications 143 
(April 2020): 113114, https://doi.org/10.1016/j.eswa.2019.113114. 
22 John D. Woodward, “Biometrics: privacy’s foe or privacy’s friend?”, Proceedings of the IEEE 85, no. 
9 (1997): 1480–92, https://doi.org/10.1109/5.628723. 
23 Alessandra Lumini and Loris Nanni, “Overview of the combination of biometric matchers”, 
Information Fusion 33 (January 2017): 71–85, https://doi.org/10.1016/j.inffus.2016.05.003; Kashif 
Shaheed et al., “A systematic review on physiological-based biometric recognition systems: current and 
future trends”, Archives of Computational Methods in Engineering 28, no. 7 (2021): 4917–60, https://doi.
org/10.1007/s11831-021-09560-3. 
24 Mohamad El-Abed et al., “Privacy and security assessment of biometric systems”, in Biometric 
security, ed. David Chek Ling Ngo et al. (Cambridge Scholars Publishing, 2015).
25 Jain and Kumar, “Biometric recognition…”; Ferrag et al., “Taxonomy of biometric-based authentication…”.
26 Markus Schatten et al., “A taxonomy of biometric methods”, ITI 2008 - 30th International Conference 
on Information Technology Interfaces, IEEE, June 2008, 389–94, https://doi.org/10.1109/ITI.2008.4588441. 
27 Arun Ross et al., ‘Some research problems in biometrics: the future beckons”, 2019 International 
Conference on Biometrics (ICB), IEEE, June 2019, 1–8, https://doi.org/10.1109/ICB45273.2019.8987307. 
28  J. S. Haldane et al., “Symposium: are physical, biological and psychological categories irreducible?”, 
Proceedings of the Aristotelian Society 18 (1917): 419–78, JSTOR.
29 Egon L. van den Broek, “Beyond biometrics”, Procedia Computer Science 1, no. 1 (2010): 2511–19, 
https://doi.org/10.1016/j.procs.2010.04.284.
30 Antitza Dantcheva et al., “What else does your biometric data reveal? A survey on soft biometrics”, 
IEEE Transactions on Information Forensics and Security 11, no. 3 (2016): 441–67, https://doi.org/10.1109/
TIFS.2015.2480381; Lumini and Nanni, “Overview of the combination of biometric matchers.”
31 Heikki Ailisto et al., “Unobtrusive user identification with light biometrics”, Proceedings of the 
Third Nordic Conference on Human-Computer Interaction - NordiCHI ’04, ACM Press, 2004, 327–30, 
https://doi.org/10.1145/1028014.1028065.

https://doi.org/10.1016/j.eswa.2019.113114
https://doi.org/10.1109/5.628723
https://doi.org/10.1016/j.inffus.2016.05.003
https://doi.org/10.1007/s11831-021-09560-3
https://doi.org/10.1007/s11831-021-09560-3
https://doi.org/10.1109/ITI.2008.4588441
https://doi.org/10.1109/ICB45273.2019.8987307
https://doi.org/10.1016/j.procs.2010.04.284
https://doi.org/10.1109/TIFS.2015.2480381
https://doi.org/10.1109/TIFS.2015.2480381
https://doi.org/10.1145/1028014.1028065
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hair colour, and weight. Although these characteristics alone do not allow the unique 
identification of a person, they are relevant for the discussion because, according to 
Bisztray et al.,32 soft biometrics are not covered by the protection granted by Article 
9 of the EU GDPR.

3.2. Functionality
The biometric recognition process encompasses two main functions: biometric 

verification and biometric identification.33

Biometric verification is the process of confirming a claim of identity made by a 
user of a biometric system by comparing a biometric sample provided by that user with 
a reference already stored in the system. This mode of operation is also referred to as a 
“one-to-one comparison” (1:1 comparison), as it compares the acquired information only 
with those templates corresponding to the claimed identity,34 returning a positive result 
if both sets of information belong to the same person. For that reason, this function is 
also called positive. According to Dargan and Kumar,35 this mode of operation is less 
expensive and more robust in terms of computation, searching and complexity than 
identification. It aims to prevent multiple people from using the same identity.36

Biometric identification is the process of comparing a biometric sample 
submitted to the system with the complete database of biometric references pertaining 
to all individuals already recorded to retrieve the biometric reference attributable to 
a single individual. This mode of operation is also referred to as a “one-to-many 
comparison” (1:N comparison).37 This process is intricate, as it operates by searching 
for one single user from a database with multiple identities.38

According to Kindt,39 the identification functionality allows checking if 
someone is enrolled in a particular list or database, which can be a so-called “watch 
list” or a “block list.” However, it does not necessarily provide identity information, 
only the confirmation that the person is or is not on the list. The output of this 
process is a list of candidates that can present one or more individuals if the stored 
characteristic matches with the one presented to the system. It aims to prevent a 
single person from using multiple identities.40

The biometric verification function presents a lower risk to the privacy of 
individuals, as it does not require the maintenance of a database of biometric 
characteristics but only the storage of one specific set of characteristics, which can be 
done centrally or locally.

32  Tamas Bisztray et al., “Emerging biometric modalities and their use: loopholes in the terminology 
of the GDPR and resulting privacy risks”, 2021 International Conference of the Biometrics Special Interest 
Group (BIOSIG), IEEE, September 2021, 1–5, https://doi.org/10.1109/BIOSIG52210.2021.9548298. 
33 Salil Prabhakar et al., “Biometric recognition: security and privacy concerns”, IEEE Security & 
Privacy 1, no. 2 (2003): 33–42, https://doi.org/10.1109/MSECP.2003.1193209.
34 Els J. Kindt, “The processing of biometric data: a comparative legal analysis with a focus on 
the proportionality principle and recommendations for a legal framework” (PhD diss., Katholieke 
Universiteit Leuven, 2012).
35 Dargan and Kumar, “A comprehensive survey on the biometric recognition systems based on 
physiological and behavioral modalities.”
36 Prabhakar et al., “Biometric recognition (…)”.
37 Kindt, “The processing of biometric data (…)”.
38 Dargan and Kumar, “A comprehensive survey on the biometric recognition systems based on 
physiological and behavioral modalities.”
39 Kindt, “The processing of biometric data (…)”.
40 Prabhakar et al., “Biometric recognition (…)”.

https://doi.org/10.1109/BIOSIG52210.2021.9548298
https://doi.org/10.1109/MSECP.2003.1193209
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3.3. Quantity of modes
This category classifies the biometric systems according to the number of modes 

used during the recognition process. According to the ISO/IEC 2382-37:2022, a mode 
is a combination of a biometric characteristic type, a sensor type, and a processing 
method. In this context, a biometric system can be unimodal or multimodal.

As the name indicates, a unimodal biometric system encompasses only one 
biometric characteristic type, sensor type, and processing method.41 This configuration 
can present several limitations in terms of accuracy, universality, distinctiveness, and 
acceptability.42

On the other hand, a multimodal biometric system is one that combines 
several biometric modes (a process also known as biometric fusion), which can be a 
combination of different biometric characteristic types, the use of different sensors 
for capturing the same biometric characteristic, or the combination of different 
processing methods. This category of biometric systems can overcome some of the 
limitations presented by unimodal systems.43

Considering the protection of personal rights, combining several biometric 
characteristics or several instances of the same characteristic contributes to higher 
levels of privacy.44 However, it is also argued that multimodal biometric systems 
present higher security risks as they deal with multiple traits of the same subject.45

There are references in the literature on “cross-modal” biometrics, which can be 
defined as “the association of data pertaining to one biometric modality with that of another 
modality”, aiming to improve the performance of biometric systems.46

According to Roy and Marcel,47 in the case of multimodal biometric systems, 
the modes are considered separately, while in cross-modal systems, there is the 
exploitation of information which might be embedded in both modes used by the 
system. In that sense, it can be understood that a “cross-modal” biometric system is 
a species of a multimodal biometric system. Simply put, all cross-modal biometric 
systems are multimodal, but not all multimodal biometric systems are cross-modal.

3.4. Form of interaction
An individual’s interaction with a biometric system to have their biometric 

characteristics captured by the system is called a “biometric presentation”. This process 
can be performed with or without their awareness.

41 Anindya Roy and Sebastien Marcel, “Introducing crossmodal biometrics: person identification 
from distinct audio & visual streams”, 2010 Fourth IEEE International Conference on Biometrics: Theory, 
Applications and Systems (BTAS), IEEE, September 2010, 1–6, https://doi.org/10.1109/BTAS.2010.5634477.
42 Lumini and Nanni, “Overview of the combination of biometric matchers.”
43  Kresimir Delac and Mislav Grgic, “A survey of biometric recognition methods”, Proceedings. 
Elmar-2004. 46th International Symposium on Electronics in Marine (Zadar, Croatia), IEEE, 2004, 184–93.
44  Johannes Merkle et al., “Multi-modal and multi-instance fusion for biometric cryptosystems”, 2012 
BIOSIG - Proceedings of the International Conference of Biometrics Special Interest Group (BIOSIG) (Darmstadt, 
Germany), IEEE, 2012, 1–6, https://ieeexplore.ieee.org/document/6313537; Abhinav Anand et al., 
“Enhancing the performance of multimodal automated border control systems”, 2016 International 
Conference of the Biometrics Special Interest Group (BIOSIG), IEEE, September 2016, 1–5, https://doi.
org/10.1109/BIOSIG.2016.7736922.
45 Lumini and Nanni, “Overview of the combination of biometric matchers.”
46 Arsha Nagrani et al., “Seeing voices and hearing faces: cross-modal biometric matching”, 2018 
IEEE/CVF Conference on Computer Vision and Pattern Recognition, IEEE, June 2018, 8427–36, https://
doi.org/10.1109/CVPR.2018.00879. 
47 Roy and Marcel, “Introducing crossmodal biometrics…”.
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According to the ISO/IEC 2382-37:2022 Information technology - Vocabulary 
- Part 37: Biometrics, the presentation made with the subject’s awareness is called a 
“cognizant presentation”, while the presentation made without their awareness is called 
a “non-cognizant presentation.” The “non-cognizant presentation” is often referred to in 
the literature as being performed “without the knowledge of the user”,48 “at a distance”,49 
or “remote biometric.”50

As stated by Article 9 of the EU GDPR, the processing of special categories of 
personal data, which include biometric data, shall be prohibited, except if performed 
according to some very strict possibilities, the first of them is the data subject has 
given explicit consent to the processing of their personal data.

This explicit consent can only be given if the data subject is aware that a biometric 
system is processing their personal data.

The permissions for processing given by Article 9(2) (e) and (g), related to “personal 
data which are manifestly made public by the data subject” and when “necessary for reasons 
of substantial public interest” are usually invoked to justify the use of remote biometric 
recognition systems; however, these possibilities are still the focus of intense debate.51

Besides the cognisance of the subject, the “biometric presentation” can be carried 
out with or without the cooperation of the individual. This means that, when aware 
of the presence of a biometric system, the individual can act in a cooperative or 
uncooperative manner.

When the individual is motivated to achieve a successful completion of 
the acquisition process, which encompasses a series of actions [e.g., to obtain an 
International Civil Aviation Organisation (ICAO) compliant passport photograph, 
the individual will have to undertake several steps, e.g. remove glasses, look directly 
at the camera and not smiling, etc., and then the collected information shall be 
processed to produce a biometric sample] undertaken to effect a biometric capture, 
they are called a “cooperative subject.”

The cooperative subject may be classified as subversive or non-subversive 
according to their willing attempt to subvert the correct and intended biometric 
system policy and avoid being matched to their own biometric reference.

On the other hand, when the individual is motivated not to achieve a successful 
completion of the acquisition process, they are called “uncooperative subjects.” To be 
an uncooperative subject, they must first be aware that their biometric data is being 
collected and not provide explicit consent.

In the literature, it is possible to find another classification known as “stand-
off” biometrics.52 This category would include systems capable of operating at a 
greater-than-normal distance between subject and sensor and with less-constrained 

48 Roman V. Yampolskiy and Venu Govindaraju, “Behavioural biometrics: a survey and classification”, 
International Journal of Biometrics 1, no. 1 (2008): 81, https://doi.org/10.1504/IJBM.2008.018665. 
49 Tyler Choi, “Professor wins IARPA subcontract to improve long-range, whole-body biometric 
identification”, Biometricupdate.com, 26 May 2022, https://www.biometricupdate.com/202205/professor-
wins-iarpa-subcontract-to-improve-long-range-whole-body-biometric-identification.
50 Laura K Donohue, “Technological leap, statutory gap, and constitutional abyss: remote biometric 
identification comes of age”, Minnesota Law Review 97, no. 2 (2012): 407–559.
51 Andrey Koptelov, “Facial recognition and GDPR: how to stay compliant?”, The European Business 
Review, 30 July 2021, https://www.europeanbusinessreview.com/facial-recognition-and-gdpr-how-to-
stay-compliant/.
52 Frederick W. Wheeler et al., ‘Stand-off Iris Recognition System’, 2008 IEEE Second International 
Conference on Biometrics: Theory, Applications and Systems, IEEE, 2008, 1–7, https://doi.org/10.1109/
BTAS.2008.4699381.

https://doi.org/10.1504/IJBM.2008.018665
https://www.biometricupdate.com/202205/professor-wins-iarpa-subcontract-to-improve-long-range-whole-
https://www.biometricupdate.com/202205/professor-wins-iarpa-subcontract-to-improve-long-range-whole-
https://www.europeanbusinessreview.com/facial-recognition-and-gdpr-how-to-stay-compliant/
https://www.europeanbusinessreview.com/facial-recognition-and-gdpr-how-to-stay-compliant/
https://doi.org/10.1109/BTAS.2008.4699381
https://doi.org/10.1109/BTAS.2008.4699381


® UNIO - EU LAW JOURNAL  Vol. 11, No. 2, October 2025

79 Luís Felipe Ramos

subject behaviour,53 therefore collecting biometric data with minimal or no direct 
engagement of the subject and, in many cases, even without their knowledge of the 
capture process, which can be considered a “clandestine use” of the biometric system.54 
This situation would involve a “non-cognizant presentation” but cannot be classified 
according to the form of cooperation, as to be cooperative or uncooperative, the 
subject must be aware of the collection process.

3.5. Sample acquisition
The process of obtaining and recording, in a retrievable form, signals of biometric 

characteristics directly from individuals or from representations of those biometric 
characteristics and later performing additional processing to attempt to produce a 
suitable biometric sample is denominated as a “biometric acquisition process.”

This biometric acquisition process needs a device to collect the signal from the 
biometric characteristic and convert it to a captured biometric sample. This device can 
be any piece of hardware (and supporting software and firmware) and may comprise 
components such as an illumination source, one or more sensors, etc.

When an individual must interact directly with the device to perform the biometric 
acquisition process, the biometric system is defined as being “invasive”55 or “obtrusive.”56 
On the other hand, when this process can be performed without the direct interaction 
of the individual with the device, it is named “non-invasive” or “unobtrusive.”

The obtrusiveness of the biometric acquisition process can interfere with the 
system’s accuracy by potentially influencing the behaviour of the individuals interacting 
with the system. Unobtrusive biometric systems have been used to mitigate this issue, 
especially to assess emotional responses from individuals.57

3.6. Storage
The biometric recognition process can be performed according to two main 

functions, as discussed in Section 3.2. Typically, this process involves the comparison 
of incoming biometric samples with records stored as biometric references in a 
database.

However, biometric systems can depend on several different databases according 
to the stage of the processing being performed (a general description of these stages 
can be found in Wayman.)58 For example, a biometric application database stores 
biometric data (which need not be attributable to a specific subject) and associated 
metadata developed from and supporting the operation of a biometric application. 
A biometric enrolment database stores biometric enrolment data records that are 
attributed to a specific subject and contains non-biometric data associated with 

53 International Biometrics Group, “Comprehensive evaluation of stand-off biometrics techniques 
for enhanced surveillance during major events”, 2011, https://apps.dtic.mil/sti/pdfs/ADA551208.pdf.
54 John D. Woodward et al., Biometrics: identity assurance in the information age (McGraw-Hill/Osborne, 
2003).
55 Jain and Kumar, “Biometric recognition (…).”
56 Ailisto et al., “Unobtrusive user identification with light biometrics”; Yampolskiv and Govindaraju, 
“Behavioural biometrics…”.
57 Sigfredo Fuentes et al., “Non-invasive biometrics and machine learning modeling to obtain sensory 
and emotional responses from panelists during entomophagy”, Foods 9, no. 7 (2020), https://doi.
org/10.3390/foods9070903. 
58 J.L. Wayman, “A generalized biometric identification system model”, Conference Record of the Thirty-
First Asilomar Conference on Signals, Systems and Computers (Cat. No.97CB36136) 1 (1997): 291–95, 
https://doi.org/10.1109/ACSSC.1997.680201. 
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biometric reference identifiers. This database can optionally include the biometric 
reference database, including indexed data records containing biometric references. 
The merging or unbundling of these databases can be defined by security, privacy, 
legislation, architecture, performance, and/or other reasons.

Depending on the purpose of the biometric system, the templates used for 
performing the comparisons can be stored in a central database or recorded locally, 
e.g., on a smart card issued to the individual.59 The decision to store the biometric 
templates in a centralised or localised database will imply different consequences to 
biometric systems and the protection of collected personal data.

3.7. Level of risk
In May 2024, the European Commission adopted a regulation laying down 

harmonised rules on Artificial Intelligence, known as the Artificial Intelligence Act (AI 
Act).60 Although not focusing specifically on biometric technologies, this regulation 
presents several references to biometric systems and a three-tier classification of 
artificial intelligence practices based on the level of risk to fundamental rights, which 
we considered as a possible categorisation of biometric systems in our taxonomy.

As proposed in the AI Act, the three levels of risk are: i) unacceptable; ii) high; 
and iii) low or minimal.

AI systems whose use can create unacceptable risks of violating fundamental 
rights are prohibited from being developed, placed on the market, or used in the EU. 
An example of a biometric system that fits in this category is the use of ‘real-time’ 
remote biometric identification systems in publicly accessible spaces for the purpose 
of law enforcement. Their use is prohibited unless certain limited exceptions apply, 
as stated in Article 5(1) (h) of the AI Act.

The first exception permits the use of “real-time” remote biometric identification 
for a “target search” for victims of specific, serious crimes. This includes victims 
of abduction, human trafficking, or sexual exploitation, as well as the search for 
missing persons. The rationale is that in these urgent, life-threatening scenarios, the 
need to locate a vulnerable individual outweighs the general prohibition.

The second exception allows for the use of “real-time” remote biometric 
identification for the “prevention of a specific, substantial and imminent threat to the life or 
physical safety of natural persons or a genuine and present or genuine and foreseeable threat of 
a terrorist attack.” This is designed to give law enforcement a tool to respond to acute 
threats to public safety, such as during a high-alert security situation where there is a 
confirmed, imminent danger to a population.

The third and most controversial exception allows the use of the system for the 
“localisation or identification of a person suspected of having committed or taking part in a 
criminal offence.” This is strictly limited to a list of serious criminal offences, such as 
terrorism and murder, and applies only for the purpose of conducting a criminal 
investigation or executing a criminal penalty. The offence must be punishable by 
a maximum custodial sentence of at least four years under national law. However, 

59 Prabhakar et al., “Biometric recognition (…)”.
60 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying 
down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) 
No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) Text with EEA Relevance 
(2024),  https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202401689.  
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critics argue that the lack of a harmonised definition for these crimes across Member 
States creates a significant legal ambiguity.61

To apply these exceptions, law enforcement must adhere to a complex set 
of procedural safeguards, including obtaining prior judicial or administrative 
authorisation and conducting a Fundamental Rights Impact Assessment. 

While the European Union’s prohibition on the use of “real-time” remote 
biometric identification systems in publicly accessible spaces for the purpose of law 
enforcement is a commendable step, it could be argued that a more comprehensive 
approach would have been to impose a blanket ban on such systems in these spaces, 
irrespective of their deployment by public or private entities, and without admitting 
any exceptions. The Act’s philosophical stance is that the prohibited AI practices are 
so inherently harmful that they should not be permitted under any circumstances, 
which makes the subsequent exceptions to the prohibition on “real-time” remote 
biometric identification both striking and contentious.

Such a prohibition would have provided a more robust safeguard against the 
potential misuse of these technologies, particularly in contexts where individuals 
may have limited control over their exposure to them. By extending the ban to 
include both public and private entities, the EU could have effectively prevented the 
proliferation of these systems in publicly accessible areas, thereby reducing the risk 
of mass surveillance and privacy infringements.  

Moreover, a blanket ban would have aligned more closely with data 
minimisation and purpose limitation principles, which are fundamental to data 
protection frameworks. While the current prohibition on law enforcement use is a 
significant step in the right direction, a broader prohibition would have offered a 
more comprehensive and protective approach to regulating biometric technologies 
in publicly accessible spaces.

The AI Act authorises the placing on the EU market of AI systems considered 
to be of high risk only if they comply with certain mandatory requirements, as 
described in Section 2 of Chapter III of the Regulation. This category includes 
systems used for biometric identification and categorisation of natural persons, like 
AI systems intended to be used for the “real-time” and “post” remote biometric 
identification of natural persons.

Biometric systems whose use is not considered to present an unacceptable or 
high risk are allowed to be freely used and would be subject to minimum transparency 
obligations.

Rather than selectively focusing on specific scenarios to determine the legality 
of biometric systems, it is advisable to assess their associated risks based on objective 
accuracy thresholds established by reputable organisations such as the National 
Institute of Standards and Technology (NIST) in the United States. This ensures a more 
objective and consistent assessment of the risks associated with these technologies.

NIST has published numerous standards and studies on the accuracy of 
algorithms used for biometric recognition based on various characteristics such as 
fingerprints, irises, faces, DNA, and speech.62 Legislative frameworks could stipulate 

61 Alice Giannini and Sarah Tas, “AI Act and the prohibition of real-time biometric identification: 
much ado about nothing?”, VerfBlog, 10 December 2024, https://verfassungsblog.de/ai-act-and-the-
prohibition-of-real-time-biometric-identification/. 
62 Further information about the different projects maintained by NIST concerning the development 
of biometric standards can be found at: https://www.nist.gov/programs-projects/biometrics.

https://verfassungsblog.de/ai-act-and-the-prohibition-of-real-time-biometric-identification/
https://verfassungsblog.de/ai-act-and-the-prohibition-of-real-time-biometric-identification/
https://www.nist.gov/programs-projects/biometrics


® UNIO - EU LAW JOURNAL Vol. 11, No. 2, October 2025

82 Luís Felipe Ramos

that biometric systems failing to meet predetermined accuracy thresholds pose 
unacceptable risks, consequently prohibiting their development, market introduction, 
or use. Conversely, systems achieving higher accuracy thresholds could be classified 
as either high or low risk, with corresponding regulatory requirements depending on 
the purpose of deployment.

4. Examples of applications
To demonstrate the applicability of the proposed taxonomy, we present some 

situations where it would be possible to develop regulations focusing on specific 
aspects of biometric systems, thus providing different legal frameworks according to 
the system’s potential impact on individuals’ privacy.

As previously stated, the enactment of broad and generic legislation aiming to 
protect personal data and individual privacy can result in the banishment or imposition 
of moratoria or strict requirements on the use of some specific biometric technologies.

To address the issue of government surveillance in the USA, in 2019, the San 
Francisco Board of Supervisors approved an ordinance banning the “acquisition, 
retention and use of surveillance technology [and] allowing the acquisition and retention of face 
recognition technology under certain conditions”, making San Francisco the first major city 
in the United States to ban government use of facial recognition surveillance systems.

Following this example, in 2020, the Boston City Council approved an ordinance 
banning the use of facial recognition technology by Boston police and other city 
departments amid evidence that the existing systems misidentify people of colour at 
an exorbitantly high rate.

More recently, the Baltimore City Council has enacted the City of Baltimore 
Ordinance 21-038,63  which prohibits the “Baltimore City government from purchasing or 
obtaining certain face surveillance technology; […] contracting or subcontracting with another 
for the purpose of face surveillance technology; prohibiting any person in Baltimore City from 
obtaining, retaining, accessing, or using certain face surveillance technology or any information 
obtained from certain face surveillance technology.”

Currently, at least 17 communities across the USA have adopted some kind of 
local ban on the use of facial recognition systems.64 Also, in the USA, a coalition 
of civil society organisations is proposing a federal ban, instead of any form of 
regulation, on the use of facial recognition technologies by US law enforcement 
agencies. It resulted, in 2020, in the introduction of a proposal entitled “Stop 
Biometric Surveillance by Law Enforcement Act” (H.R. 7235), aiming to prohibit the 
“use of facial recognition technology on any image acquired by body-worn cameras of law 
enforcement officers.”

More recently, a bill to prohibit the use of facial recognition technology in 
airports was introduced in the US Senate.65 The only purpose of the Traveler Privacy 
Protection Act of 2023 is to prohibit the Transportation Security Administration (TSA) 

63 Surveillance Technology in Baltimore, Pub. L. Nos. 21–038 (2021), https://baltimore.legistar.com/
LegislationDetail.aspx?ID=4749282&GUID=3605654F-5629-41A1-BD96-89946A2C32FB&Options=&
Search=&FullText=1.
64 Nathan Sheard and Adam Schwartz, “The movement to ban government use of face recognition”, 
Electronic Frontier Foundation, 5 May 2022, https://www.eff.org/deeplinks/2022/05/movement-ban-
government-use-face-recognition. 
65 Traveler Privacy Protection Act of 2023, S. 3361, 118th Cong. (2023), https://www.congress.gov/
bill/118th-congress/senate-bill/3361/. 
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from using facial recognition technology or facial matching software in any airport, 
demanding that the TSA disposes of any facial biometric information, including images 
and videos, obtained through facial recognition technology or facial matching software 
until the enactment of this Act. Due to its specific wording, the proposed legislation 
could potentially impede the advancement of document-free travel experiences within 
the United States, which have gained traction in other countries.66 

In Italy, the Data Protection Agency prohibited the use of facial recognition 
technologies by government agencies until a specific law regulating the issue is 
adopted unless the processing is carried out for investigations by the judiciary or the 
prevention and repression of crimes.67

While the use of surveillance technology, particularly facial recognition 
surveillance systems, can violate individual privacy and inhibit freedom of 
expression, enacting legislation prohibiting the acquisition and use of a specific 
biometric technology does not solve the problem, as even more intrusive methods of 
surveillance are constantly being developed.68

The strictest regulation of facial recognition technologies may cause a switch to 
one or several of the other forms of remote surveillance technologies currently being 
developed (e.g., gait analysis or heartbeat signature), which can be even more invasive 
and harmful to the privacy and protection of personal data and would not be covered 
by the current prohibitions. On the other hand, attempting to regulate biometric 
surveillance technologies one by one is likely to be worthless, as the legislative process 
cannot follow the pace of development of these technologies. This dichotomy may 
present the worst of both worlds – over-regulation for some biometric technologies 
and no regulation for most.

This requires drafting more detailed legislation focusing on the peculiarities of 
biometric systems to provide a legal framework that adequately protects personal data 
and privacy without prejudicing the development of new technologies.

The AI Act adopts definitions capable of regulating several biometric systems 
simultaneously, according to their peculiarities. When prohibiting the use of “real 
time” remote biometric identification systems in publicly accessible spaces for 
the purpose of law enforcement, the AI Act does not focus specifically on facial 
recognition systems but forbids the development, placing on the market, or use in 
the EU of any biometric system presenting a “non-cognizant presentation”, as discussed 
in Section 3.4.

In the context of the Traveler Privacy Protection Act, the legislator could 
consider prohibiting the use of non-cognizant presentation systems for identification 
purposes, thereby restricting the indiscriminate deployment of facial recognition 
systems in airport public areas. Simultaneously, the Act would permit using 
biometric systems for verification purposes, provided individuals actively participate 
and cooperate. Such a distinction would contribute to a seamless airport experience 
while safeguarding privacy interests.

66 Ana DeOliva, “The race to become the world’s first document-free airport”, CNN, 7 August 2024, 
https://edition.cnn.com/travel/abu-dhabi-smart-travel-project/index.html. 
67 Garante per la Protezione dei Dati Personali, “Videosorveglianza: Stop Del Garante Privacy a 
Riconoscimento Facciale e Occhiali Smart. L’Autorità Apre Istruttorie Nei Confronti Di Due 
Comuni”, Garante per La Protezione Dei Dati Personali, 14 November 2022, https://www.garanteprivacy.
it/home/docweb/-/docweb-display/docweb/9823282. 
68 Elise Thomas, “New surveillance tech means you’ll never be anonymous again”, Wired, 16 September 
2019, https://www.wired.co.uk/article/surveillance-technology-biometrics.
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Systems developed for biometric identification, such as surveillance systems, 
pose a greater risk to individual privacy as they require the maintenance of extensive 
biometric characteristic databases of enrolled individuals. Therefore, they must 
be subject to more detailed regulation than systems developed only for biometric 
verification, as discussed in Section 3.2. Additionally, the biometric identification 
process does not confirm a specific identity. Instead, it provides a list of candidates 
whose biometric characteristics resemble the ones presented to the system, increasing 
the risk of false identification, which can be particularly severe in certain circumstances.

Depending on the location of the biometric templates database, specific rules 
can also be developed. Systems that maintain smaller, decentralised databases could 
benefit from softer rules than systems that depend on a bigger, more complex, and 
centralised database of biometric templates.

This is the case of biometric technologies adopted for unlocking personal 
devices such as mobile phones or computers. Usually, these systems store the collected 
biometric template in a local database in the device for later verification of the user’s 
identity, not transmitting it to a centralised database elsewhere.69 Manufacturers 
and deployers of such systems could be subject to less stringent measures, such as 
registering their systems with a government database and documenting their risk 
assessments. This documentation would then be provided to the relevant authorities 
upon request.

On the other hand, as the identification process requires the existence of a large, 
centralised database, perhaps it should observe some additional requirements, such 
as the need to demonstrate the observation of best cybersecurity practices and the 
maintenance of a user login ledger. Also, it can be imposed that databases containing 
biometric images must be encrypted, thus inhibiting their compromise in bulk.

5. Conclusion
Despite the increasing adoption of biometric technologies, the related regulation 

has progressed at a different pace, particularly in safeguarding individuals’ privacy and 
personal data. The widespread deployment of biometric systems has led to various 
privacy concerns, including unintended functional scope, unintended application 
scope, and covert surveillance. Nevertheless, these concerns can be mitigated by 
enacting more suitable legislation.

The implementation of regulations such as the EU GDPR has emphasised the 
importance of “designing privacy-preserving methods in the context of biometric systems.”70 
However, it is equally crucial to establish more comprehensive legislation that 
specifically targets the unique aspects of these systems, providing a legal framework 
that effectively safeguards personal data and privacy while still fostering technological 
advancements.

To address this issue, the proposed taxonomy aims to bridge the gap and aid in 
the enactment of new regulations to govern the development, deployment, assessment, 
and accountability of biometric systems. The taxonomy categorises biometric systems 
based on their various components, applications, and configurations, with the 
intention of being a dynamic tool that can evolve and expand to serve its purpose 

69 See, for example, further details on Apple’s collection and storage of biometric data: Face ID and 
Touch ID security. Available at: https://support.apple.com/en-gb/guide/security/sec067eb0c9e/web; 
Secure Enclave. Available at: https://support.apple.com/en-gb/guide/security/sec59b0b31ff/web. 
70 Ross et al., “Some research problems in biometrics…”.
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continually. Although not exhaustive, the taxonomy will continue to incorporate 
additional categories as it is evaluated for its effectiveness in promoting better 
regulation of biometric systems.71

Some of the proposed categories may present sub-divisions, such as the 
classification presented by Yampolskiy and Govindaraju,72 where behavioural 
biometrics are classified into five categories. However, we consider further studies 
necessary to decide on a more elaborate taxonomy.
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September 2025.

71 Mattei, “Three patterns of law…”.
72 Yampolskiv and Govindaraju, “Behavioural biometrics…”.


